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End-to-end security
over IPv4 and IPvé

NAUMAN ARSHAD AND S RAJESH KUMAR LOOK AT THE
SECURITY IMPROVEMENTS IN IPVé6

etwork-centric architec-
tures and the adoption
of the IPv6 protocol are
transforming and increasing the
connectivity of military elec-
tronics. The result is increased
situational ~ awareness and
greater, more simplified accessi-
bility for remote resources in the
battlefield.
Although this increased con-
nectivity enables network-cen-
tric operations, it also poses
potential vulnerabilities due to

the threat of network attacks on
unprotected interfaces. No
longer an after-the-fact, bolt-on,
security must be addressed at all
levels and designed in upfront.
New COTS products are emerg-
ing that help address the needs
of securing network interfaces
for rugged defence environ-
ments.

Vulnerabilities
Networks based on the internet
protocol (IP) have become com-

monplace in both commercial
and military enterprises, where
they enable seamless interoper-
ability and communications
between remote, networked,
heterogeneous compute nodes.
In the defence sector, the move
to network-centric operations,
the Global Information Grid
(GIG), and the adoption of IPv6
(Senbit memo) are key initiatives
by the US Department of
Defense driving the use of IPv6
as a common protocol for com-

Fig. I In connection hijacking, entire IP addresses can be forged to appear as legitimate packets which contain incorrect and/or malicious data, coming from

either of the two communicating nodes. Attacker X learns Node A's IP address and forges a packet with a modified payload that includes a trojan or virus.
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munications for embedded
defence systems. The goal is to
achieve better connectivity,
interoperability and seamless
information flow, resulting in
enhanced situational awareness
and better actionable intelli-
gence on the battlefield.

The downside to increased
connectivity is the potential for
network attacks from unwanted
intruders, hackers, funded
organisations or rogue govern-
ments.

Fig. 2: Secure, end-to-end communications over IPv4 or IPv6 networks can be achieved via the IPSec protocol,
which uses per-packet authentication and encryption to secure the traffic between any two communicating nodes.

Attacks that can occur on
unprotected IP networks include
packet sniffing or eavesdrop-
ping, IP spoofing, connection
hijacking and denial-of-service.

In packet sniffing, also known
as eavesdropping, IP packets
sent from a source to a destina-
tion can be read by an attacker
connected to the network, thus
enabling the attacker to read the
packet payload, which could
contain passwords or other sen-
sitive data.

For example, when traffic goes
from source Node A to destina-
tion Node B through a router, a
third-party attacker connected
to the same network can receive
all IP packets between the two
nodes using packet sniffing soft-
ware or via access to the
router's management interface.
Through the management inter-
face, an attacker can change the
port it is connected through to a
mirrored-to port, which allows
all traffic to be sent to this port
in a non-intrusive manner. If the
packet payloads are unencrypt-
ed, the attacker can also extract
passwords and other sensitive
information.

In IP address spoofing, IP
addresses can be spoofed, or
forged. They can then be used
to attack services whose authen-
tication is based on the sender's

address, or to supply incorrect
information to the router to
undermine the logical organisa-
tion of the network.

IP address spoofing can be
used to launch both connection
hijacking and denial-of-service
attacks. In connection hijacking
(Fig. 1), entire IP addresses can
be forged to appear as legitimate
packets coming from either of
the two communicating nodes.

Denial-of-service (DoS) attacks
occur when a node-either unin-
tentionally or maliciously-sends
floods of certain types of pack-
ets to a server or a switch, which
prevent other nodes from
accessing the same server or
switch. For example, a file serv-

er can service up to ten clients at
a time. An attacker sets up a
node to send FTP connection
requests continuously with dif-
ferent IP addresses. The result is
that the malicious node occupies
all ten connections all the time.
This essentially prevents any
other client from accessing the
server. If this is done to a router,
an entire network can be ren-
dered inaccessible.

Establishing secure IP
communications

With respect to security, the pre-
vious internet protocol, IPv4,
had certain shortcomings. Most
notably, it did not mandate the
use of the important IP security

Fig. 3: Switches are available that address many networking security issues
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protocol, IPSec, which did not
become ubiquitous until after
IPv4-based infrastructure had
been widely deployed and
before IPv6 became standard-
ised. The IPv6 specification
mandates nodes in a network to
support IPSec (Table 1). This
makes IPv6 more secure than
IPv4 simply because all IPv6-
capable nodes are also IPSec-
capable.

The fundamental methods
used to guard against security
threats include authentication,
authorisation, protection
against DoS attacks, encryption,
intrusion detection, intrusion
prevention, and the use of IPSec
and internet key exchange (IKE)
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Table 1: Creating secure communications using IPv4 or IPv6

Protocol

IPv4

IPv6

Addressing

2432

27128

Security features

Encapsulating security payload (ESP)
Authentication header (AH)

Encapsulating security payload (ESP)
Avuthentication header (AH)

Secure tunnelling protocol

IP security (IPSec)

IP security (IPSec)

Encryption/decryption algorithm

Advanced encryption standard (AES)

Advanced encryption standard (AES)

Authentication

Secure hash algorithm (SHA)

Secure hash algorithm (SHA)

Authentication servicer

Radius, Tacacs+

Radius, Tacacs+

Key strength

256 or higher bit strength

256 or higher bit strength

Key management

Internet key exchange (IKE)

Internet key exchange (IKE)

protocols.

Authentication is the process
of checking the identity of a
node before allowing communi-
cations to or from that node. A
router can authenticate a node
attempting to connect to it using
a protocol specified in the IEEE
802.1x standard. A router or
server can authenticate an
administrator by a user ID and
password combination. The
authentication can be made
more secure via a certificate
such as those using secure shell
(SSH) or secure sockets layer
(SSL) protocols. Two nodes can
authenticate each other using
the IPSec authentication header
(AH) on each packet sent or
received.

Authorisation is permitting or
denying access to one or more
resources by checking the cre-
dentials of a node or user. For
example, the use of 802.1x
authentication results in a net-
work switch port being marked
as authorised or unauthorised.

Multiple privilege levels may
also be used to access a server or
a router. Authentication vali-
dates a user as a genuine user.
Based on the user ID, the user
may be authorised only to read
information or to read and write
information.

DoS attacks are recognised by
looking for suspicious patterns.
For example, if there are repeat-
ed connection requests at a
switch from the same port or
from the same IP address, the
router may put a threshold on
the number of simultaneous
connection requests and drop all
connection requests above that
threshold. Many DoS attacks
rely on vulnerabilities in ICMP,

TCP and UDP streams.

The IPSec protocol uses per-
packet authentication and
encryption to secure the traffic
between any two communicat-
ing nodes over IPv4 or IPv6 net-
works (Fig. 2). For authentica-
tion, each node includes an AH
in every packet it transmits.
Each node also validates the AH
in each received packet to verify
that the packet has, in fact, orig-
inated from the correct source.
For encryption, each node
encodes the payload in the IP
packet before transmission and
decodes the payload received in
the IP packet before processing.
This security feature is called
encapsulating security payload
(ESP).

The encoding and decoding
processes use cryptographic
techniques, which have been
established as strong and resist-
ant to attacks. The keys used for
encryption and decryption are
also distributed in a secure man-
ner. AH and ESP can be used
individually or in combination,
depending upon the requirement
and degree of security needed.
For  example, connection
requests may only need to be
authenticated, while file trans-
fers may have to be encrypted.
Many algorithms are available
for authentication, the most
popular being the hash message
authentication code-secure hash
algorithm (HMAC-SHA).
Similarly, many algorithms are
available for encryption, the
most popular being advanced
encryption standard (AES), data
encryption standard (DES), and
triple DES.

Similar to DoS attack protec-
tion, intrusion detection relies

on identifying the signatures of
attacks, which are essentially
patterns of packet flows.
Network devices such as
advanced routers sense nodes
that must not be allowed access
or attempts at malicious access.
This is done using IP addresses,
TCP/UDP port numbers, TCP
sequence numbers, ICMP pat-
terns and header fields in IP
packets. When an intrusion is
sensed, an alarm is sent to alert
a network administrator who
can decide on the appropriate
action, such as shutting down a
network port.

In intrusion prevention, the
router first takes action, such as
shutting down the network port,
and then alerts the administra-
tor of the action it has taken and
the reason for it. This halts the
intrusion until the network
administrator is able to act.

Used alone, IPSec relies on
keys being configured and set up
statically in the nodes. Since this
can be cumbersome for adminis-
trators, IKE may be used in con-
junction with IPSec. IKE lets
nodes dynamically negotiate
keys, thereby eliminating the
need for administrators to pro-
vision keys manually for ses-
sions between nodes.

COTS hardware

Today, there are several types of
COTS products that enable the
vision of network-centric opera-
tions for military applications.
These include rugged, intelli-
gent, managed or unmanaged,
high port density, multi-layer

(layer  two/three)  Gigabit
Ethernet switches and stand-
alone, managed, Gigabit

Ethernet switch-router modules

that are well suited for building
intra-platform networks for
land, air and sea vehicles.

Using star, dual star, mesh and
hybrid network topologies,
these switches and routers pro-
vide a flexible, cost-effective
method that can be used to
architect reliable backbone com-
munications infrastructure for
current and future networked
platforms.

Redundancy and fail-over can
be implemented using dual star
and mesh networks while invest-
ment money can be retained by
implementing hybrid network
topologies that co-exist with
legacy and/or next-generation
interconnection strategies.

Some of these switches can be
combined with plug-in security
expansion modules that provide
encryption, decryption and
authentication, access control
list (ACL) filtering, network
address translation (NAT), and
basic key generation and man-
agement, as well as enabling
VPN with secure tunnelling
(IPSec/L2TP). These hardware
combinations provide high lev-
els of security in IPv4 and IPvé6
networks, in the form of an
ICSA-certified statefull firewall
that protects against multiple
evasive attacks and acts as a uni-
fied threat management (UTM)
router capable of strong perime-
ter defence. [ |
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